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Panorama e desafios das equipes de gestao de Tl

A Seguranca da Informacéo

>

Treinamento e Conscientizacédo dos Usuarios

>

Cumprimento de Regulamentacdes

)

Gestao de projetos e programas

T

Gest«o de fornecedores (Contrat‘"os\ﬁ_’/

>

Planejamento da continuidade dos negocios (BCP) e recuperacéao de

catastrofes (disaster recovery)

A Entre outras atribuicdes...




Por que terceirizar a gestao de equipamentos de
seguranca?

Para:

>

focar recursos internos de Tl em funcdes estratégicas

)

atender as exigéncias Regulatorias (Governanca, SOX, ...)

>

ter acesso a especialistas e a novas tecnologias

>

melhorar o desempenho dos sistemas

)

ter visao global de ameacas (prevencao)

>

gerenciamento e monitoragao 2417

>

a reducéao do TCO:
Total Cost of Ownership

A ter custos previsiveis




Gestao dos Dispositivos de Seguranca da Informacao

Segundo o Computer Security Institute

AAs causas das violacBes de Dispositivos de Seguranca se
distribuem assim:

B Gestao inadequada
BAmbos
¥ Tecnologiainadequada

7%

49%
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Alvos e Oportunidades

Targeted vs. opportunistic attacks
by percent of breaches

Online Data

End-User Systems

Offline Data

Opportunistic
(Directed)

Networks & Devices | 0% /(96

How do breaches occur?

6 7 % were aided by significant errors {<>).

64% resulted from hacking (+5%).

3 8% utilized malware (+7%).

2 2% involved privilege misuse (+79%).

9 ; :
9 "0 occurred via physical attacks (+72%).

Asset classes by percent of breaches (black) and records (red)

2%/ 0.04%

94% / 99.9%

17% /0.01%

Verrizon2009Data Breach
Investigations Report
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Onde esta o problema?

Who is behind data breaches?

0
74 %o resulted from external sources (+1%).

20% were caused by insiders (+29%).

3 20/ @ implicated business partners (-7%).

3 90/ “ involved multiple parties (+9%).

External Internal Partner

B Confirmed [ Suspected

Verrizon2009Data Breach
Investigations Report




Quem descobriu o problema?

What commonalities exist? 7%

Internal
Active |

690/ % were discovered by a third party (-6%).

0
%0 of victims were not Payment Card Industry 24%

(PCl) compliant.

Internal

Passive

83 % of attacks were not highly difficult (<>).

0
8 7 o were considered avoidable through simple or
intermediate controls (<>).

0
99 L 9 %o of records were compromised from servers
and applications.

Verrizon 2009 Data Breach
Investigations Report
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Tipos de erros, complexidade e caracteristicas

Types of error by number of breaches

Misconfiguration

Omission

Programming Error

User Error

Technical Failure

31

31

Types of hacking by number of breaches (black) and percent of records (red)

Unauthorized Access via Default or Shared
Credentials

SQL Injection

Improperly Constralned or Misconfgured
ACLs

Unauthorized Access via Stolen

Crodentials 7/010%

Authentication Bypass
Brute-Force

Privilege Escalation

Exploitation of Session Varlables
Buffer Overflow

Cross-Site Scripting

167 7%

17/53%

Attack difficulty by percent of breaches

*Highly difficult attacks accounted for 95% of all compromised records.

Verrizon2009Data Breach Investigations Repc
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Os 5 critérios mais importantes para
a selecao do parceiro

*De Acordo com Estudo da

ESPECIALIZACAO EM SEGURANCA E REPUTACAO

METODOLOGIAS ADOTADAS NA PRESTACAO DOS SERVICOS E SUPORTE
AMPLO PORTIFOLIO DE SERVICOS DE SEGURANCA

COMPATIBILIDADE COM TECNOLOGIAS EXISTENTES

ESTABILIDADE FINANCEIRA
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Conceito de Parceria com o0 MSSR

Managed Security Services Provider
(Provedor de Servicos Gerenciados de Seguranca)
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Consideracoes sobre o TCO Total Cost of Ownership
(Custo Total de Propriedade)

- | Custos visiveis
introduzido pelo software
Gartnet Group em facilities

1996.

Custos invisiveis
Ao analisar a

cadeia completa upgrades
de custos de um ~
desktop durante o manUte.ng%O
seu ciclo de vida, depreciacao
verificou-se que o recrutamento

custo anual total
poderia chegar até
S vezes 0 custo
Inicial de aquisicao.

treinamento
staff interno
turnover
aralisacoes
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Business Security

Servicos Gerenciados
de Seqguranca
da Embratel
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Sobre o Servico Business Security Embratel
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Familia de servicos gerenciados de seguranca da
Informacao prestados pela Embratel

Especializacao - Operando desde Agostode 2000
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Diferenciais do Business Security Embratel:

Portal de
Seguranca
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AcCesso a
Informacao

Infra -estrutura do SNOC
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SOC / SNOG Security Network Operations Center

Consultores de Seguranca

A Equipes Distintas de Aprovisionamento
e Geréncia

A Suporte na definicdo de regras e
analise de impacto

Aprovisionamento
A Preparacdo HW e SW

A Testes em laboratorio

Geréncia Préativa

CertificacOes

A 24 x7 ACCSA - Checkpoint Certified System Administrator
A Detecta o problema ACCSE- Checkpoint Certified System Engineer
A Soluciona AMCSE - Microsoft Certified System Engineer
- - ! ACSSA - Certified Sonicwall Security Administrator
A Posiciona o cliente ] _ _ N
ANSA - Nokia Security Administrator
A Total integracdo d_o SNOC com 0 NOC 4 |55 5. iss-Certified Specialist
Centro de Geréncia de Redes da - . _ ,
ACISM - Certified Information Security Manager (ISACA)
Embratel (Backbone IP) A g _ _ _
ACISSP - Certified Information Systems Security Professional (ISC) 2
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Nosso Portal
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